Collaborative Discussion 2 — Peer Response 5 — Thomas Ranson

Thank you Thomas for your very interesting post on EDR software and multi-factor
authentication.

Two-factor authentication, which can be seen as a pioneer of MFA, is a relatively
long-known technology that was patented by AT&T in 1995 (Blonder et al., 1995).
While the MFA was initially limited by a lack of technical possibilities, this type of
securing authentication is now a common method. Since 01.01.2021, the European
credit institutions have been obliged to offer customers strong customer
authentication (The European parliament and the council, 2015). This is made
possible by confirming transactions through two independent characteristics from the
categories of knowledge, ownership and inheritance.

The most common method here is authentication using the knowledge category in
the form of a password and the possession category in the form of a confirmation of
entering a confirmation code sent to the mobile phone. It should be noted, however,
that the frequent authentication by SMS can be bypassed in various ways. For
example, under the Android operating system, fake apps can gain access to received
SMS in order to forward them to fraudsters (Markert et al., 2019).

In addition, attacks can target the Singnalling System No 7 protocol (SS7) used in the
cellular network. In this way, the attackers can redirect the SMS, which is intended for
authentication, to a mobile phone they control and thus undermine the security factor
of ownership (Gibbs, 2016). In this way, during an attack on the customers of the
mobile operator O2-Telefonica, which operates in Europe and Latin America, in 2017,
they were defrauded by unauthorized withdrawals from their bank accounts (Price,
2017).

It should therefore be stated that although MFA increases the security of customers,
this technology does not represent absolute protection either.
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